UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA PUC HQP Poc lap — Tw do — Hanh phc
S6:401/QDP-UBND Pirc Hop, ngay 13 thang 5 nam 2024
QUYET PINH

Ban hanh Quy ché hoat dong dam bio an toan thong tin trong hoat dong ving
dung cong nghé thong tin tai UBND xa Dirc Hop

UY BAN NHAN DAN XA pUC HQP

Can cir Lugt Té chirc Chinh quyén dia phicong ngay 19/6/2015; Ludt sira
doi, bé sung mét sé diéu cua Ludt Té chizc Chinh phai va Ludt té chizc Chinh quyén
dia phuong ngay 22/11/2019;

Can cir cac ngh; dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phui vé
dam bao an toan hé thong théng tin theo cdp dg; Nghi dinh sé 61/2018/NP-
CP ngay 23/4/2018 cua Chinh phai vé thuec hién co ché mét cira, mét cira lién thong
trong gidgi quyét thu tuc hanh chinh; Ngh; dinh sé 45/2020/ND-CP ngay 08/4/2020
cua Chinh phu vé thuc hién thai tuc hanh chinh trén méi truwong dién tir; Nghi dinh
s6 47/2020/ND-CP ngay 09/4/2020 ciia Chinh pha vé qudn 1y, két ngi va chia sé di
lidu sé Ciia co quan nha nirdc;

Cén cir Quyét dinh s6 749/0D-TTq ngay 03/6/2020 cia Thii twéng Chinh phii
phé duyét Chirong trinh chuyén doi sé quoc gia dén nam 2025, dinh hudng dén nam
2030;

Thuee hién Céng vin sé 488/UBND-VHTT ngay 08/5/2024 vé viéc trién khai
mot s6 nhiém vu trong tam dam bao an toan, an ninh thong tin;

Xét dé nghi cua cdng chirc Vin héa — Xa héi.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché hoat dong dam bao
an toan thong tin trong hoat dong tmg dung cong nghé thong tin cia Uy ban nhan
dan xa Btrc Hop

Piéu 2. Quyét dinh nay cd hiéu luc ké tir ngay ky.


https://thuvienphapluat.vn/van-ban/cong-nghe-thong-tin/nghi-dinh-85-2016-nd-cp-bao-dam-an-toan-he-thong-thong-tin-theo-cap-do-317475.aspx
https://thuvienphapluat.vn/van-ban/bo-may-hanh-chinh/nghi-dinh-61-2018-nd-cp-co-che-mot-cua-mot-cua-lien-thong-trong-giai-quyet-thu-tuc-hanh-chinh-357427.aspx
https://thuvienphapluat.vn/van-ban/bo-may-hanh-chinh/nghi-dinh-61-2018-nd-cp-co-che-mot-cua-mot-cua-lien-thong-trong-giai-quyet-thu-tuc-hanh-chinh-357427.aspx
https://thuvienphapluat.vn/van-ban/cong-nghe-thong-tin/nghi-dinh-45-2020-nd-cp-thuc-hien-thu-tuc-hanh-chinh-tren-moi-truong-dien-tu-426372.aspx
https://thuvienphapluat.vn/van-ban/cong-nghe-thong-tin/nghi-dinh-47-2020-nd-cp-quan-ly-ket-noi-va-chia-se-du-lieu-so-cua-co-quan-nha-nuoc-439384.aspx
https://thuvienphapluat.vn/van-ban/cong-nghe-thong-tin/quyet-dinh-749-qd-ttg-2020-phe-duyet-chuong-trinh-chuyen-doi-so-quoc-gia-444136.aspx

Céac 6ng/ba Vin phong — thong ké; Tai chinh - Ké toan; Truong cac ban,
nganh doan thé, can bo Cong chac UBND x& va cac bo phan lién quan chiu trach
nhiém thi hanh quyét dinh nay./. »

Noinhgn: TM. UY BAN NHAN DAN
- Thudng truc bang uy X&; =

- Lanh dao UBND xa;
- Nhu diéu 2;

- Luu: VT, VHXH ®

Nguyén Thi Hing



QUY CHE
DPam bao an toan thong tin trong hoat dong rng dung cong ngh¢ thong tin
trong co quan nha nwéc trén dia ban xa Pirc Hop
(Ban hanh kém theo Quyét dinh s¢ ~ 10P-UBND ngay / /2024 ciia
UBND x& Purc Hop)

CHUONG I:
NHUNG QUY PINH CHUNG

Pi¢u 1: Pham vi diéu chinh

Quy ché nay quy dinh viéc dam bao an toan thong tin trong hoat dong tng
dung cong nghé thong tin ctia Uy ban nhan dan xa Dac Hop.

Piéu 2: Poi twong ap dung

Quy ché nay dugc ap dung dbi voi phong, ban, don vi, can by, cong churc va
nguoi lao dong (CC-NLP) thuoc Uy ban nhan dan x4 Dtrc Hop trong viéc quan 1y,
khai thac, sir dung va dam bao an toan, an ninh thong tin caa Uy ban nhan dan
Xa phuc vu cong tac chuyén mon.

Piéu 3: Giai thich tir ngir

1. An toan thong tin: bao gdm céc hoat dong quan 1y, nghiép vu va k¥ thuat
ddi véi hé théng thong tin nham bao vé, khoi phuc cac hé théng, cac dich vu va noi1
dung thong tin d6i v6i nguy co tu nhién hodc do con ngudi gy ra. An toan thong
tin bao ham cac ndi dung bao vé va bao mat thong tin, an toan dit liéu, an toan may
tinh va an toan mang.

2. Hé thong thong tin: 1a mot hé théng bao gém con ngudi, dir lidu, cac quy
trinh va cong nghé thong tin trong tac voi nhau dé thu thap, xt 1y, luu trir va cung
cép thong tin can thiét nham hd trg cho mot hé théng.

3. Tinh toan ven: bao vé tinh chinh xac va tinh dﬁy da cua thong tin va cac
phuong phap xu Iy thong tin.

4. Tinh tin cay: dam bao thong tin chi c6 thé duoc truy cap boi nhitng ngudi
duoc cip quyén st dung.

5. Tinh sén sang: dam bao nhitng nguoi duge cip quyén cé thé truy cap
thong tin va cac tai nguyén (mang, may chu, tén mién, tai khoan thu dién ti...)
ngay khi c6 nhu cau.



6. Nguoi dung: can bg, cong churc va nguodi lao dong cac phong, ban, don
vi truc thuoc UBND xa sir dung may tinh, cac thiét bi dién ti dé xu 1y cong viéc.

7. Tham sd mang: La cac tham s6 ky thuat dugc cai dat trong cac thiét bi
mang va thiét bi may tinh dé tao ra cac dia chi két ndi trong mang. Cac may tinh

giri va nhén thong tin thong qua céac dia chi két ndi nay.

CHUONG II
TRACH NHIEM QUAN LY, SUDUNG
PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 4. Quan ly thiét bi cong nghé thong tin

1. Thiét bi CNTT duoc trang bi tai cac phong, ban, don vi 1a tai san cia Nha
nuoc, duge quan ly, st dung theo quy dinh cia UBND X& va ctia Nha nudce. Cac don
vi, can bd, cong chirc va ngudi lao dong cé trach nhiém quan 1y trang thiét bi dugc giao.

2. Giao cho Vin phong UBND x4 lam cong tac quan tri mang, truc tiép quan
1y k¥ thuat va duy tri hoat dong cua hé théng thong tin cia UBND x&; 1a dau mdi
két n6i mang LAN, mang Internet, mang dit liéu chuyén ding cho cac phong; kiém
tra hién trang, dé xuét stra chita hodc mua méi cac chung loai thiét bi CNTT phu
hop, an toan, bao mat theo quy dinh vé quan 1y, st dung tai san co quan.

Pi¢u 5. Quan ly, khai thac, sir dung co sé dir liéu va phan mém

1. Van phong UBND X4 c6 trach nhiém cai dit, quan 1y cac phdn mém hé
théng va phan mém tmg dung trong hé théng mang may tinh tai UBND x&; Nghién
ctru, dé xuét, nang cip cong nghé, phan mém theo dinh huéng quan 1y nha nudc
cua nganh va tuan theo quy dinh ctia Nha nudc.

2. Céc phong, ban, don vi truc thuoc UBND xa va toan thé can bo, CC-

NLB c¢6 trach nhiém phdi hop voi Cong chirc Vian hoa — xa hoi, cong chirc Vian
phong x4 trong qua trinh trién khai, khai thac va str dung phan mém.

Piéu 6. Phong chdng virus may tinh, bio mit co s& dit liéu va an ninh mang

1. Bao mat s6 lidu: Can bo, CC-NLD phai ¢6 trach nhiém bao mat sd licu
nghi¢p vu trén may tinh. Viéc chia sé dir liéu trén mang do b phan quan tri mang
thuc hién theo quyét dinh ctia UBND x4va theo phéan cap st dung tai nguyén mang.

2. Bao mat truy cap: Cac chuong trinh ing dung, phan chia str dung trén may
tinh phai dugc dat mat khau, mi khoa bao mat.



3. Bao mat hé théng mang va truyén tin: Mang va dudng truyén duoc ap
dung cac ché d6 bao mat can thiét, chdng xAm nhap bat hop phap. Bo phan quan tri
mang c6 trach nhiém thuong xuyén theo ddi, kiém tra phét hién kip thoi cac hoat
dong xam nhap va cd bi¢n phap xtr ly kip thoi.

4. An toan trong st dung: Khi khong Iam viéc véi may vi tinh trong thoi gian
dai, can b, CC-NLD thuoc UBND x4 phai tat may tinh hodc dit ché do bao vé dé
dam bao an toan cho dir liéu cta ca nhan.

5. Phong, chéng virus: Can by, CC-NLD thudc UBND xa c6 trach nhiém
tuan tha cac bién phap phong va chéng virus cho mdy tinh, dam bao an toan dit liéu
thudc ca nhan quan 1y. Moi dit li¢u tur cac thiét bi luu trit bén ngoai déu phai dugc
quét, diét virus mdi khi dua vao mdy. Nhitng mdy tinh phét hién c6 virus phai dugc
tach khoi mang vé mit vat 1y dé tranh tinh trang 1y nhiém sang cac may tinh khéc.
Khong truy cap vao cac link lién két khong rd rang; khong click vao cac link, tai vé
cac file tai lidu tir cac dia chi thu khong nim rd thong tin, dia chi nguoi giri.

Piéu 7. Pam bao an toan mAay chii, may tram, cac thiét bi di dong va co
ché sao hru, phuc hoi

1. Kiém so4t chat ché viéc cai dit cac phan mém moi 1én may chu, may tram va
cac thiét bj di dong. Cac phan mém duoc cai dat trén may chu, may tram va céc thiét bi
di dong (bao gébm hé diéu hanh, cac phan mém tng dung vin phong, phan mém phuc
vu cong viéc, tién ich khac) phai dugc thuong xuyén theo ddi, cap nhat ban va 16i bao
mat ciia nha phat trién, lya chon cai dit cac phén mém chéng, diét virus, ma doc va
thuong xuyén cap nhat phién ban maéi, dat lich quét virus theo dinh ky.

2. Co ché sao luu, phuc hdi may chi:

Can b0, cong churc va nguoi lao dong phai sao luu dinh ky co s¢ dir liéu va
cac dir liéu quan trong khac (bao gdm dir liéu phat sinh trong qué trinh van hanh
cac phan mém tmg dung nhu: cac tap tin vin ban, hinh anh,..). Sau khi sao luu, luu
trit ban sao luu bang thiét bi luu trit ngoai theo quy dinh luu trit hién hanh nham
phuc vu cho viéc phuc hoi, khéc phuc h¢ théng kip thoi khi ¢6 su ) xay ra.

Pi¢u 8. Pam bio an toan h¢ thong mang may tinh, két ndi Internet

1. Quan 1y hé théng mang ndi bo: Mang ndi bo ciia UBND xa phai duoc t6
chtrc theo mod hinh Clients/Server; mang ndi bg khi két ndi véi mang Internet phai
thong qua thiét bi tuong lra kiém soat, co phan chia h¢ théng mang ndi bo thanh
cac vung mang theo pham vi truy cap, vo hiéu hoa tat ca cac dich vu khong str dung



tai timg ving mang, thuc hién nguyén tac chi mé cac dich vu can thiét khi c6 yéu
cau.

2. Quan Iy hé thong mang khong day (wifi): Khi thiét 1ap mang khong day
6 két ndi vao mang ndi bd phai thiét 1ap céac thong sb can thiét nhu dinh danh, mat
ma, mé hoa dit liéu, c6 thay d6i mat ma dinh ky.

3. Quan 1y truy cap tir xa vao mang ndi bd: Ddi véi viéc truy cap tir xa vao
mang ndi bd phai dugc theo ddi, quan 1y chit ché, nhét 1a truy cap c6 st dung chirc
nang quan tri, phai thiét 1ap mat ma do an toan cao, thuong xuyén thay ddi mat ma,
han ché truy cip tir xa vao mang ndi bo tir cac diém truy cap Internet cong cong.

Pi¢u 9. Pam bio an toan truy cip, ding nhip hé thong thong tin

1. Trach nhiém, quyén han ngudi dung khi truy cap, dang nhap cac hé thong
thong tin, ddm bao mdi ngudi dung khi sir dung hé thdng thong tin phai dugc cip
va st dung tai khoan truy cap véi dinh danh duy nhéat gan v6i nguoi dung do.
Truong hop st dung tai khoan dung chung cho mdt nhém ngudo1 hay mot don vi,
bo phan phai c6 co ché xac dinh cac ca nhan cé trach nhiém quan ly tai khoan.
Nguoi dung chi dugc truy cap cac thong tin phu hop véi chitc ndng, trach nhi€ém,
quyén han ctia minh va c6 trach nhiém bao mat tai khoan truy cap duoc cap.

2. Mat mé ding nhap, truy cap hé théng thong tin phai c6 do phirc tap cao
(co do dai tbi thiéu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu s hodc ky tu dic biét
nhu!, @, #, $, %,...).

Piéu 10. Pam bao an toan thong tin, dir liéu

1. Thong tin, dir liéu khi dugc luu trir, khai thac, trao dbi phai dugc dam bao
tinh toan ven, tinh tin cdy, tinh san sang. Thong tin, dit liéu quan trong khi duoc
luu triY, trao d6i phai 4p dung k¥ thuat ma hoa, thiét 1ap mat ma, tng dung chit ky
sO va phai ¢6 co ché luu trit du phong.

2. Trong trao doi thong tin, dir liéu phuc vu cong viéce, co quan, can bo cong
chtrc va nguoi lao dong phai str dung hé thdng thong tin do tinh Hung Yén cép,
phan mém quan 1y van ban va hd so cong viéc. Han ché viée st dung cac phuong
tién trao doi thong tin dir li¢u, hé théng thu dién tir cong cdng, mang xa hoi trén
Internet trong hoat dong chuyén mon.

Piéu 11. Nhirng diéu khong dwoc lam

1. Khong duoc 191 dung viéc stir dung Internet nham muc dich: Chéng lai nha

nude Cong hoa UBND x3 hoi chi nghia Viét Nam, gay phuong hai dén an ninh



quéc gia, trat tu an toan UBND xa hoi; kich dong bao luc, ddi truy, t¢ nan xa hoi,
mé tin di doan; pha hoai thuan phong my tuc cia dan toc.

2. Khong duoc tiét 10 bi mat nha nudc va cac bi mat khac da duge phap luat
quy dinh.

3. Khong duoc choi céc trd choi truc tuyén (game online) hodc cac trd choi
khéc trén Internet trong gio lam viéc.

4. Khong dugc truy cap hoic tai cac trang website c6 noi dung ddi truy, phan
dong, cac chuong trinh khong rd ngudn gdc, cac thong tin quang cao hap dan.

5. Khi str dung hé thong thu dién tir (Email) khong duoc kich chudt vao bat
ct thu dién tu, tép dinh kém, duong link, thu rac, thu quang cao nao khong rd nguén
gbc va khong xac dinh duoc ngudi giri.

CHUONG III
TO CHUC THUC HIEN

Diéu 12. Diéu khoan thi hanh

1. Céc can bg, cong chirc va nguoi lao dong tai cac phong, ban, don vi truc
thuoc UBND x4 ¢6 trach nhiém thuc hién nghiém tac Quy ché nay.

2. Moi hanh vi vi pham céc diéu khoan trong Quy ché, tiy theo tinh cht,
mirc d6 s& bi xtr Iy ky luat, xtr phat vi pham hanh chinh, bdi thuong vat chét, khic
phuc hdu qua hoac truy ctru trach nhi¢m hinh sy theo quy dinh ctia phéap luat hién
hanh.

3. Trong qua trinh thyc hié¢n, néu co van dé phat sinh hodc kho khan, vudng
mac can phan anh kip thoi vé Cong chtrc phu trach cong nghé thong tin (Cong chirc
Vin hoa — x3 hoi x&) dé tong hop bao cao Chu tich UBND x& xem xét quyét dinh
diéu chinh, bd sung cho phu hop./.
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